
Privacy and College Record Systems at 
St. John Fisher College 

 
Staff and student information, whether online, written, 

printed, taped, or filmed is treated seriously. 
 

Statement of Confidentiality 
 

All college employees who have access to personal, financial or other private and 
confidential information are asked to sign a Confidentiality Agreement. Employees who sign 
the Agreement acknowledge that they are responsible for the data they input or retrieve from 
any college information system and agree to keep the personal, financial or other private 
information confidential.  

  
Making your BANNER information confidential 
 

All information in the BANNER system generally is treated as confidential, but employees 
can add privacy emphasis to the data by requesting that your records be formally marked  
CONFIDENTIAL.  This request is made by completing a form which is available from the 
Payroll Office. 

When this form is processed, the following two action items take place.   

(i)   The BANNER ID Number is changed from the employee’s Social Security number 
to a random generated number.   

 (ii)  A BANNER user who accesses an employee’s  personal data will be notified that 
the  information is CONFIDENTIAL before displaying the data.  

This confidentiality indicator does not prevent a BANNER from seeing the personal data, 
however it does underscore an employee’s desire to keep the information private.  



STATEMENT OF CONFIDENTIALITY ON COLLEGE RECORDS 
 

St. John Fisher College (SJFC)  and its employees (administrative, academic, staff 
and student workers) are subject to the Family Educational Rights and Privacy Act 
(“FERPA”) (20 U.S.C. 1232g) and other laws governing review and release of personal, 
financial, confidential and educational records.   
 

Inappropriate use of confidential and educational records, whether electronic, 
written, printed, taped, or filmed,  is a violation of federal law and may result in civil 
and/or criminal prosecution.   Under no circumstances should an employee of SJFC 
release, intentionally or unintentionally the confidential,  personal, financial or 
educational records of a student or another SJFC employee to any person or persons who 
have not been authorized to receive such information. 
  

Access to College Records Systems will be granted only to those SJFC employees 
who have received approval from their supervisors and/or the college administrator 
responsible for maintaining the data requested. 
 

Employees of SJFC who have been granted access to any of  College Records 
Systems are required to sign a Confidentiality Agreement, accept responsibility for 
maintaining financial, personal, educational and other confidential records, and comply 
with the rules governing the use of these records. 

 
  The following rules apply to all SJFC employees who have been granted access 

to College Record Systems: 
 

1.   Every SJFC employee will use only his/her logons and passwords.  Logons and passwords 
are confidential and should not be revealed to any other person, including supervisors, 
co-workers, student employees, or friends.  It is the responsibility of the employee to change 
his/her logon and password. Logons and passwords should be changed on a regular basis or 
whenever the employee suspects that another person may have obtained access. 

 
2.   Each SJFC employee is responsible for data that is input with his/her logon 

or password while using the College Record Systems.  Only authorized input 
for modifying or adding data is permitted.   

 
3.   Each SJFC employee is held responsible for any data retrieved while using 

the College Record Systems.   Personal, financial, educational or other 
confidential records must not be left in view of any other person or persons 
who have not been authorized to receive such information.  



 

Privacy and College Record Systems at 
St. John Fisher College 

 
CONFIDENTIALITY AGREEMENT 

 
 

I, _________________________________[Name of SJFC employee] hereby agree to 
preserve the confidentiality of any and all records that I input, retrieve, view or have 
access to during and after the course of my employment with SJFC, in the  
______________________________ [Name of Department or Office at SJFC].   
 
I understand that personal and educational records may be confidential by virtue of the 
Family Educational Rights and Privacy Act (“FERPA”) (20 U.S.C. 1232g) and other 
state and federal laws.  As provided by  these privacy laws, I may not disclose 
information about either SJFC employees or SJFC students, unless I am permitted to 
disclose the information under the law and as authorized by SJFC in particular 
circumstances. 
 
If I am in doubt about the confidentiality of any record or about the permissibility of 
legally disclosing records,  I understand that I must consult with my supervisor at 
SJFC,who may consult with SJFC legal counsel, and I agree that I will not disclose any 
personal, confidential, or educational records of any SJFC employee or student without 
express authorization. 
 
This agreement is given in consideration for my continued employment at SJFC, 
___________________________[Name of Department or Office at SJFC].  The terms of 
this agreement remain in effect during and after my employment with SJFC, 
 ___________________________ [Name of Department or Office at SJFC]. 
 
 
 
SIGNED: ___________________________________________DATE: ______________ 
 
 
PRINTED NAME:  _______________________________________________________ 


